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In this document, we will outline how to centrally configure and push out the relevant NetSupport DNA settings to 
your managed Android devices using a typical MDM application. 

App overview
The NetSupport DNA Browser app for Android tablets and smarphones is for use with NetSupport DNA (version 
4.70 and above), a single, low-cost solution delivering IT Asset Management, eSafety, Safeguarding and more - with 
dedicated versions available for schools and corporate enterprises. 

Note: This enhanced app replaces the NetSupport DNA ‘Inventory Only’ Agent app.

Supporting NetSupport DNA’s core desktop management capabilities, when launched, the app will interrogate 
the Android device to gather key system inventory details and monitor online activity. The data collected is 
dynamically sent to your local NetSupport DNA Server and is then available for reporting within the NetSupport 
DNA Management Console alongside the information retrieved from your other DNA Agent devices and PCs.

Supported NetSupport DNA features:

Real-time Monitoring - An Admin or teacher via the DNA Console can view a real-time summary of all Android 
devices. Selected devices can be viewed either in a detailed list view or via real-time thumbnails of each device 
screen.

Internet Metering - A summary of Internet activity via the app is recorded, including start and finish times for each 
URL visited and the active time spent on a page. 

Internet Restrictions - Internet usage can be fully managed with the enforcement of approved and restricted 
website lists.

Safeguarding Keyword Monitoring (Education version) – This tool helps schools protect students from being 
exposed to inappropriate online content. It alerts staff when students type or search for any terms that match with 
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those in the DNA keyword database, providing safeguarding and internet safety indicators for self-harm, bullying, 
radicalisation, Child Sexual exploitation - and much more.

Safeguarding Report a Concern (Education version) - Students can report concerns directly and discreetly to 
nominated school staff.

Safeguarding Resources (Education Version) - The Safeguarding Resources icon, displayed on the Browser app’s 
toolbar, gives students instant access to a list of appropriate online support resources. 

Hardware Inventory - When the DNA Browser is launched on a device, a full inventory of the device is dynamically 
sent to the NetSupport DNA Server for subsequent viewing in the DNA Console.

Software Inventory - When the DNA Browser is launched on a device, a full inventory of the installed programs on 
the device is dynamically sent to the NetSupport DNA Server for subsequent viewing in the DNA Console.

Enterprise Alerting - Real-time alerts enable Console operators to immediately identify any user who has 
attempted to access a restricted website or triggered a Safeguarding keyword.

Activity - Console Operators can see a chronological view of device activity for a selected time period, websites 
visited and triggered Safeguarding phrases.

Chat  – DNA Console Operators can launch a two-way chat session with any number of selected users.

Message – DNA Console Operators can broadcast a one-way notification to selected users.

Pre-requisites/assumptions

1. Your Android devices are enrolled into an MDM environment.

2. The MDM environment is configured to point to an Android Enterprise/work environment, examples used 
during our internal testing being:

Cicso Meraki - https://documentation.meraki.com/SM/Deployment_Guides/Android_Enterprise_Deployment_
Guide 

VMware Airwatch - https://docs.vmware.com/en/VMware-AirWatch/9.1/VMware%20AirWatch%20Android%20
for%20Work%20Guide%20v9_1.pdf 

3. Applications that require deploying/configuring must be approved in the Android enterprise environment.

4. User is familiar with the Meraki or AirWatch web interface/configuration.

5. Both MDM environments will require their own Android Client application to be installed onto the device. 
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Cisco Meraki 

STEP 1 of 2: Adding/deploying the application:

1. Login to your Meraki interface and choose Systems Manager – Apps:

2. Select the Add App button and choose Android. Leave the Play Store app option selected and click Next:

3. Search for  NetSupport DNA Browser and select from the list of found NetSupport apps: 
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4. Having identified the required app, complete any additional settings, such as the target devices to push the 
app out to and whether you want the app to auto install. (Alternatively, you can force install again from the 
Systems Manager – Apps tab if required.)

 Ensure the Approve button is selected and click Save:

5. Click Confirm. 
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STEP 2 of 2: Configuring the Application

1. In the Meraki interface, select Systems Manager – Settings:

2. Select Add Profile. In the dialog that appears, choose the first option, Device Profile (default) and click 
Continue:

3. On the Profile Configuration page, enter a profile name and in the Targets - Scope section, confirm the 
devices the profile should be applied to. Click Save:
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4. Select + Add settings. Ensure the Android option is selected followed by Managed App Config - Android:

5. Use the drop-down options to confirm the platform and the name of the app to be managed, NetSupport 
DNA Browser:

6. You can now configure the required NetSupport parameters. To view the supported options, select Show 
supported settings:
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7. To add each setting, click the blue + icon. The options to configure are; the IP address of your central 
NetSupport DNA Server that you want the Android devices to connect to when the Browser app is launched; 
the NetSupport port number (default 6000); and you can specify a default home page of your choosing that 
will load when the Browser is launched:

 Click Save once all the settings are added.
 
Conclusion:
By following the steps above, the NetSupport DNA Browser app should now be installed on the required Android 
devices and configured to connect to your central NetSupport DNA Server. 

On the Android devices themselves, the app settings will confirm that the apps configuration has been ‘locked-
down’ and can’t be edited by users.
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If you need to re-deploy the app or a configured profile, you can do so by selecting, Systems Manager – Devices.
Selecting the device will provide additional configuration options. For example, allowing you to block device users 
from accessing other applications such as the Play Store and preventing them from uninstalling apps. 

To uninstall the app from devices, select Systems Manager – Apps. Select the app and scroll down to the Status 
section, use the checkboxes to select which devices you want to apply the command to, then select Push followed 
by uninstall. 

 

To remove the configuration profile, select Systems Manager – Settings, select the Profile and click the red cross 
to delete..  Click Save to complete:
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VMware Airwatch

Adding/deploying the application:

1. Login to your Workspace ONE UEM (VMware airwatch) interface and choose Apps and Books. Select Public 
and choose Add application:

2. To add the required app; confirm the Platform is Android; the Search App Store option should already be  
selected; and enter the app name NetSupport DNA Browser. Click Next:

3. The list of NetSupport Android apps found on the Play Store will be displayed. Confirm NetSupport DNA 
Browser is the required app:
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When the app loads it will show a status of Approved or Approve. 

Approved status confirms the app is already approved in your linked Android Enterprise environment and 
is therefore ready to be pushed out to devices. Approve status means it is not yet available for use in your 
work environment. If this is the case, select Approve and confirm the app permissions and any additional 
configuration options. When complete click Save and Assign:

4. Decide which devices are in the scope of the deployment by adding an Assignment. Click Add Assignment or 
select from the list of existing assignments and click Edit:
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5. Select the Assignment properties as indicated below. With Applications Configuration set to Enabled, you 
can now enter the NetSupport specific configuration options - the address of your central DNA Server; the 
communication port (NetSupport default 6000); and you can set a default URL to load when the DNA Browser 
app is launched.  Click Add when complete:

6. Finally, click Save and Publish followed by Publish. The application should now be installed on the assigned 
devices along with the specified NetSupport configuration options.

Conclusion:
By following the steps above, the NetSupport DNA Browser app should now be installed on the required Android 
devices and configured to connect to your central NetSupport DNA Server. On the Android devices themselves, 
the app settings will confirm that the app’s configuration has been ‘locked-down’ and can’t be edited by users.

  

If you need to re-deploy the application or configured profile you can do so by selecting Apps & Books. Choose 
the app you want to edit and select Assign or Delete.  Deleting will uninstall the app from the assigned devices.
You can also block users access to other applications, for example the Play Store and prevent users uninstalling the 
app.

We hope that by following these instructions it will help ensure a smooth deployment of the NetSupport DNA 
Browser app for Android. However, if you require additional help, our support team will be pleased to answer any 
questions you may have.
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